SWAMID HowTo (Shibboleth 2.x)

Konfiguration for shibboleth 2.x IdP for SWAMID SAML WebSSO.

relying-party.xml

Stoppa in foljande 2 block XML pa relevant plats i relying-party.xml. Spara certifikatet fran SAML WebSSO i filen / opt / shi bbol et h-i dp/ credenti al s
/ nd-signer.crt.

Definera att det nedladdade certifikatet ska anvéandas for kontroll av signatur av Swamids metadata:

<!-- SWAM D- METADATA- Tr ust engi ne and SWAM D- TESTI NG METADATA- Tr ust engi ne -->
<security: Trust Engi ne i d="swam d- met adat a- si gner" xsi:type="security: Stati cExplicitKeySi gnature">
<security: Credential id="MFederationlCredentials" xsi:type="security: X509Fi | esystent>
<security: Certificate>/ opt/shibbol eth-idp/credentials/nd-signer.crt</security:Certificate>
</security: Credential >
</ security: Trust Engi ne>

Hamta metadata for SWAMID med féljande konfiguration:

<!-- SWAM D METADATA PROVI DER - - >
<Met adat aProvi der id="Swam dMD" xsi:type="Fil eBackedHTTPMet adat aProvi der” xml ns="ur n: mace: shi bbol et h: 2. 0:
net adat a"
met adat aURL="ht t p: // nd. swani d. se/ nd/ swam d- 1. 0. xm "
backi ngFi | e="/ opt/ shi bbol et h-i dp/ net adat a/ swani d- 1. 0. xm ">
<Met adat aFi | ter xsi:type="ChainingFilter" xnl ns="urn:nace: shi bbol et h: 2. 0: met adat a" >
<Met adat aFi |l ter xsi:type="Si gnatureValidation" xm ns="urn:nmace: shi bbol et h: 2. 0: net adat a"
trust Engi neRef =" swam d- net adat a- si gner"
requireSi gnedMet adat a="true" />
</ Met adat aFi | ter>
</ Met adat aPr ovi der >

Ni behover aven hamta metadata for Swamis testfederation for att tillata realistiska tester for ej driftsatta tjansteleverantorer (SP):

<!-- SWAM D TEST METADATA PROVI DER - - >
<Met adat aProvi der id="Swam dTest MD' xsi:type="Fi| eBackedHTTPMet adat aProvi der" xm ns="ur n: nace: shi bbol et h: 2. 0:
net adat a"
nmet adat aURL="ht t p: // nd. swamni d. se/ nd/ swam d-testing-1.0.xm"
backi ngFi | e="/ opt/ shi bbol et h-i dp/ net adat a/ swani d-testi ng-1.0.xm ">
<Met adat aFi | ter xsi:type="ChainingFilter" xnl ns="urn:nace: shi bbol et h: 2. 0: met adat a" >
<Met adat aFi |l ter xsi:type="Si gnatureValidation" xm ns="urn:nmace: shi bbol et h: 2. 0: net adat a"
trust Engi neRef =" swam d- net adat a- si gner"
requireSi gnedMet adat a="true" />
</ Met adat aFi | ter>
</ Met adat aPr ovi der >

attribute-filter.xml

Féljande AttributeFilterPolicy ar den rekommenderade for SWAMID SAML WebSSO. Den ger tillgang till grundlaggande personinformation for alla SPar i
federationen, inkl. testfederationen. GIom inte lagga in tillagg for attributdefinitioner norEdu-familjen och rekommenderad release av statisk
organisationsinformation i attribute-release.xml.

Forutom denna konfiguration maste normalt ett antal attribut enablas som &r utkommenterade per default i Shibboleth. Ett komplett exempel (fér scope
/domé&n exanpl e. con) finns hér: attribute-resolver.xml.


https://portal.nordu.net/display/Inkubator/SAML+WebSSO
https://portal.nordu.net/pages/viewpage.action?pageId=18219283
https://portal.nordu.net/pages/viewpage.action?pageId=25363073
https://portal.nordu.net/pages/viewpage.action?pageId=25363073
https://portal.nordu.net/download/attachments/33924064/attribute-resolver.xml?version=1&modificationDate=1254403466000&api=v2

<l-- recommended initial attribute filter policy for swam d.se -->
<AttributeFilterPolicy id="swanm d">
<Pol i cyRequi rement Rul e xsi:type="basic: OR'>
<basic: Rul e xsi:type="sam : Attri buteRequesterlnEntityG oup"” grouplD="http://nd. swani d. se/ nd/ swani d-
1.0.xm" />
<basic: Rul e xsi:type="sam : Attri buteRequesterlnEntityG oup"” grouplD="http://nd. swani d. se/ nd/ swani d-
testing-1.0.xm" />
</ Pol i cyRequi r enent Rul e>
<AttributeRul e attri butel D="gi venNane" >
<Permi t Val ueRul e xsi:type="basic: ANY" />
</ AttributeRul e>
<AttributeRule attributel D="surnane">
<Permit Val ueRul e xsi:type="basic: ANY" />
</ AttributeRul e>
<AttributeRul e attributel D="di spl ayNane" >
<Permi t Val ueRul e xsi:type="basic: ANY" />
</ AttributeRul e>
<AttributeRule attributel D="commonName">
<Per m t Val ueRul e xsi:type="basic: ANY" />
</ AttributeRul e>
<AttributeRul e attri butel D="eduPer sonPri nci pal Narme" >
<Per m t Val ueRul e xsi:type="basic: ANY" />
</ AttributeRul e>
<AttributeRule attributel D="enmil">
<Per mi t Val ueRul e xsi:type="basic: ANY" />
</ AttributeRul e>
<AttributeRule attributel D="eduPersonScopedAffiliation">
<Per mi t Val ueRul e xsi:type="basic: OR'>
<basi c: Rul e xsi:type="basic:AttributeVal ueString" value="faculty" ignoreCase="true" />
<basic: Rul e xsi:type="basic: AttributeVal ueString" val ue="student" ignoreCase="true" />
<basic: Rul e xsi:type="basic:AttributeVal ueString" value="staff" ignoreCase="true" />
<basi c: Rul e xsi:type="basic:AttributeVal ueString" val ue="al un ignoreCase="true" />
<basic: Rul e xsi:type="basic:AttributeVal ueString" val ue="nmenber" ignoreCase="true" />
<basic: Rul e xsi:type="basic:AttributeValueString" value="affiliate" ignoreCase="true" />
<basi c: Rul e xsi:type="basic: AttributeVal ueString" val ue="enpl oyee" ignoreCase="true" />
<basic: Rul e xsi:type="basic:AttributeValueString" value="library-wal k-in" ignoreCase="true" />
</ Perm t Val ueRul e>
</AttributeRul e>
</AttributeFilterPolicy>
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