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Krypteringen
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Brussels. 2 April 2014

Ms Dorothee Belz
Associate General Counsel
Legal and Corporate Affairs
Microsoft EMEA

By email: Dorothee.Belz@Microsoft.com

Dear Ms Dorothee Belz.

The EU Data Protection Authorities have analyzed the reply of Microsoft (email sent by Jean Gonié
on 6% February 2014) relating to a new version of the Enterprise Enrollment Addendum Microsoft
Online Services Data Processing Agreement” (hereinafter, “MS Agreement™) and its Annex 1
“Standard Contractual Clauses (processors)” (Commission Decision 2010/87/EU).

They concluded that the MS Agreement, as it will be moditied by Microsoft, will be in line with
Standard Contractual Clause 2010/87/EU. and should therefore not be considered as “ad hoc”
clauses. In practice. this will reduce the number of national authorizations required to allow the
international transfer of data (depending on the national legislation).

The analysis covers the engagements reflected in the model clauses 2010/87/EU but not its
Appendixes (description of the transfers of data and of the technical and organizational security
measures implemented by the data importer). According to usual implementation of the model
clauses, these Appendixes need to be completed by Microsoft and its clients when signing the
contract and may be analyzed separately by the Data Protection Authorities.

The Working Party thanks Microsoft for the constructive collaboration that leads to these positive
conclusions.

Brevet aterfinns pa: http://ec.europa.eu/justice/data-protection/article-29/documentation/other-document/files/2014/20140402 microsoft.pdf
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Inte langre
9 A message to our customers about EU

mOJ|Igt som stod — 1S Safe Harbor FU Model

for tredjelands- Clauses behovs

overforing

Posted October 6, 2015 by Brad Smith - President and Chief Legal Officer n m E

We appreciate that some of our customers have questions about the impact of the ruling
today by the European Court of Justice (ECJ) about the EU — US Safe Harbor Framework. In
particular some customers may ask if this means that they will no longer be able to transfer
their customer data from the European Union to the United States.

For Microsoft's enterprise cloud customers, we believe the clear answer is that yes they
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The collapse of the US-EU Safe

Harbor: Solving the new privacy
Rubik’s Cube

Posted October 20, 2015 by Brad Smith - President and Chief Legal Officer n m E

When people who care about technology look back at the year 2015, they will remember
October as the month when the EU-U.S. Safe Harbor collapsed. An international legal
agreement that has been in place for 15 years was invalidated in a single day. On Oct. 6, the
Court of Justice of the European Union struck down an international legal regime that over
4,000 companies have been relying upon not just to move data across the Atlantic, but to do
business and serve consumers on two continents with over 800 million people.




ISO 27018 — en molnstandard

Nyckelprinciper fér leverantdren

Inte anvanda data for reklam eller Ansvarig fér att avgéra om kund har
marknadsféring om det inte uttryckligt drabbats av informationsakerhets
medgivits. intrang.

Transparens kring dataplacering och Kommunicera till kunder och
hantering av data. tillsynsmyndighet om intrang sker

Ge kuderna kontroll éver hur deras Lata tjansterna genomga oberoende
data anvands. granskning kring regelefterlevnad.




Utlamnande av data till myndigheter

http://www.microsoft.com/about/corporatecitizenship/en-us/reporting/transparency

Microsoft Transparency Hub

Our Commitment to Transparency
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Processen:
Myndighetsbegaran om utlémnade av kunds data
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OUR LEGAL CHALLENGE TO A Our Brief
U.S. GOVERNMENT SEARCH
WARRANT Amicus Filers Raise Concerns

Omn8éptember 9, 2015 the Second Circuit Court will hear oral arguments in our
case'challenging a U.S. search warrant for customer email in our Irish data

center. Our brief argues the warrant puts U.S. citizens’ privacy at risk, improperly
expands extraterritorial authority and circumvents local authorities in Ireland.

Balancing Rights in a Global Cloud

Reforming Outdated Privacy Laws

Mer information finns pa:

http://digitalconstitution.com/ The oashington Post

National Security

U.S. battle over Microsoft e-mails
could result in ‘global free-for-all’
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By Ellen Nakashima September 9 % |3 Follow @nakashimae
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