The Authentication Journey in Erasmus+

Offering a seamless user experience



Authentication of students in Erasmus+
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Authentication of students in Erasmus+
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2020: MyAcademiclID IAM service
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No student left behind: the IdP of last resort
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Even though a large percentage of the HEls are available in eduGAIN through their national
academic identity federations, there are HEIs which do not have the ability yet to enable

federated access for their students.
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Main Scenario: Users come from HEI without an
IdP and there is no national solution available
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2021: Central IdP of Last Resort for E+

(Available for HEls that are included in the ECHE Whitelist. \

® Enables these HEIs to manage the affiliation and the ESI

e The ECHE Whitelist is managed by DG EAC, public of copy of the ECHE Whitelist:
https://wiki.geant.org/display/SM/ECHE+Whitelist

® Basic criteria for a HEI to be on the whitelist:
O The HEl is not in eduGAIN

O No national ID nor other solution provided to them by their National
\ Research and Education Network /
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National IdP of Last Resorts for E+

® France (under development)

® Hungary

® Italy
N ® Poland

® Spain




In summary: many achievements

And more work ahead
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References

® To know more about MyAcademiclD in general:
O https://myacademic-id.eu/

e To know which attributes HEIs should release via their federation/eduGAIN to enable federated access to the
EWP services:
o https://wiki.geant.org/display/SM/MyAcademiclD+ldentity+and+Access+Management+Service

e To know more about the ESI and how to release that via national federations/eduGAIN:
o https://wiki.geant.org/display/SM/European+Student+ldentifier

e To find out more the IdP of last resort:
o https://wiki.geant.org/display/SM/IdP+of+Last+Resort

® Toregister an international service provider to MyAcademiclD:
O https://wiki.geant.org/display/SM/Registering+services+on+MyAcademiclD
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