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Provide out of the box application and workload insights

Hyper-scale machine data analytics platform

Robust hybrid monitoring solution
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OMS = Hybrid ClOUd Operations Management Suite
management solution

Azure | AWS

Analytics & Security &
\Ylelglite]glale Compliance
U Modern
Q @ management
Backup & Configuration &
Disaster recovery Automation
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=- Microsoft Cloud ~ Mobility ~ Productivity + Search Microsoft.com Sign in

Cloud Platform - Operations Management Suite Solutions ~ Pricing Resources Sign in

Gain visibility and control across your hybrid cloud with
simplified operations management and security

Watch the video [>

Create a free account >

Gain immediate insights across workloads Respond faster to security threats

Tap into operational intelligence when it matters to explore, analyze, and take action Identify emerging threats to protect your critical data and workloads.

faster. ) .
Learn more about Security & Compliance >

Learn more about Insight & Analytics >

Enable consistent control and compliance Ensure availability of apps and data

Deliver continuous IT services and remediate issues quickly at scale. Simple, automated data protection and disaster recovery in the cloud.

Learn more about Automation & Control > Learn more about Protection & Recovery >




Onboarding

Windows Servers

- .
== Windows Servers Attach any Windows server or client.

8 WINDOWS COMPUTERS CONNECTED
ﬂ Linux Servers
Download Windows Agent (64 bit) Download Windows Agent (32 bit)

& e Storage You'll need the Workspace ID and Key to install the agent.
WORKSPACE ID

System Center 5df19e71 924a-cclaae20ec | [y

A ar PRIMARY KEY
ilil Windows Telemetry

PqZ3t/aki y8ceskIvrLMjYDe | [y | Regenerate

SECONDARY KEY

xGpR7+b xWXERIjDmeshit | [y | Regenerate

Jakob Knutsson
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OMS Query Language

filterExpression | command1 | command? ...

String Literals

Date/Time:

Numbers

Type

Logical Operators

Sort

Wildcards

Top/Limit

Select

Avg http://bit.ly/2bKMVFc

Jakob Knutsson
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Log search

*

Type=Ekvent
EventlLevelName=Error

Jakob Knutsson
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DEMO
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Egna Alerts

Skapa
Hantera

Jakob Knutsson
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Performance Counters

Type:Perf (CounterName="% Available Memory") OR (ObjectMame=Processor AND CounterName="% Processor Time") Computer IN $ComputerGroups[Domain Computers] | measure avg{CounterValue) by Computer, CounterMame Interval X

180 Results  ,liChart  E=Table

N

Sep 12 800 AM Sep 12 %:00 AM Sep 12 10:00 AM Sep 12 11:00 AM Sep 12 12:00 PM Sep 12 1:00 PM

SELECT ALL  SELECT NOME

W DEVSESTORDGO01.dev.addlevel.net
[l ¢ Processor Time

W DEVSESTOSCMOO01.dev.addlevel.net
[l ¢ Processor Time

¥ DEVSESTOSCMO02.dev.addlevel.net
[l ¢ Processor Time

¥ devsestomgt001.dev.addlevel.net
[l ¢ Processor Time

¥ devsestovmmO01.dev.addlevel.net
[l ¢ Processor Time

Jakob Knutsson
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Skapa egha Views

DaSh boa rd OCh \/leW DeSIgﬂer Computers with Errors

DEVSESTOSCMODZ2.dey....
484

devsestovmm01.dev.a...

201

DEVSESTORDGOO .dev...
51

Jakob Knutsson
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Security and Audit

Overview » Security And Audit

SECURITY DOMAINS

Security records over time

00k —

\

| securityRecords

\/—— —_—

5:00 PM 12:00 AM

Antimalware Assessment
Computers with Antimalware

Assessment 42

MNetwork Security
Distinct IF addresses

1.6K

Computers
Computers with security

e 41

Baseline Assessment
Critical failed rules in the last

59

6:00 AM 12:00 PM

Update Assessment
Computers missing updates

17

Identity and Access

Accounts attempted to log

on 3K

Threat Intelligence
Malicious traffic events

170

Azure Security Center

NOTABLE ISSUES

Active issue types

‘ CRITICAL
2
8 WARNING

INFO

1

MAME

Computers missing security updates
High pricrity AD assessment security r...
Computers with insufficient protection
Computers missing critical updates

Low priority AD assessment security re...
Low priority SQL assessment security r...
Logons with a clear text password

Accounts failed to log on

< lofl 2

COUNT

8

2

14

6

4

4

Jakob Knutsson
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SEVERITY

e b ee

DETECTIONS (PREVIEW) THREAT INTELLIGENCE

I DETECTIONS OVER TIME
7.0

) I
i - O

&55 PR 1ES FM ZES AM G55 AM 10:55 AM 255 PM

MAME SEVERITY

Failed RDP Brute Force Attack A

ALSTRALIA

> bing

Servers with outbound malicious traffic

Detected threat types

‘ BOTMET

124

170 DARKMET

41

IRC BOT

5

(¥ 2)
(ETEOPE
MORTH
(¥ 2)

AMERICA
'y 2 :
(v1) 2

_ [V 32)
LD AFRICA
@ D
SOUTH [ 4 66

AMERICA

AUSTRALIA

£ Incoming malicious traffic ) Outgoing malicious traffic




Security and Audit

Type=SecuritykEvent

Exempel query (failed logon):
Type=SecurityEvent EventlD=4625 | measure count() by TargetAccount

Jakob Knutsson
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Alert Management

Overview b Alert Management Dashboard

ACTIVE ALERTS

Critical Alerts

190

Warning Alerts

44

Active SCOM Alerts

53

ALL ALERTS

Critical Alerts

N 5

WARNING

185
TOTAL 160
INFO

0

ALERT NAME
Health Service Heartbeat Failure
Daemen Change Alert

15 & server role is unavailable.

ALERT MAME

Operations Manager Failed to...
M3550L 2014: DB Average Wait...
IS Restart is required

SQL 2012 DB Average Wait Tim...

SOURCE

VMMO1.contoso.com
DBO3.contoso.com

OmM025aL

DB04.contoso.com
infoweb01.contoso.com
DB05.contoso.com
infoweb02.contoso.com
QOpslnsight-RRAS.contoso.com
EXMail(01-TS.corp.tailspin.com
MSSQLSERVER

See all..

ALERT NAME

Operations Manager Failed to...
MS5QL 2014: DB Average Wait...
Health Service Heartbeat Failure
Daemon Change Alert

II5 Restart is required

Logical disk transfer (reads and...
15 8 server role is unavailable.
SQL 2012 DB Average Wait Tim...
System Center Management H...
Advisor failed to import the lat...

See all.

COMMON ALERT QUERIES

Critical alerts raised during the past 24 hours
Type=Alert (AlertSeverity=emor or AlertSeverity=critical) TimeGe...

‘Warning alerts raised during the past 24 hours
Type=Alert AlertSeverity=warning TimeGenerated > NOW-24HOUR

Sources with active alerts raised during the past 24 hours
Type=Alert AlertState!=Closed TimeGenerated > NOW-24HOUR |...

Critical alerts raised during the past 24 hours which are still...
Type=Alert (AlertSeverity=emor or AlertSeverity=aritical) TimeGe...

Alerts raised during the past 24 hours which are now closed
Type=Alert TimeGenerated > NOW-24HOUR AlertState=Closed

Alerts raised during the past 1 day grouped by their severity
Type=Alert TimeGenerated > NOW-1DAY | measure count() as Co...

Alerts raised during the past 1 day sorted by their repeat co...
Type=Alert TimeGenerated > NOW-1DAY | sort RepeatCount desc

Alerts raised by Magios Servers
Type=Alert SourceSystem=MNagios

Alerts raised by Zabbix Servers
Type=Alert SourceSystem=2Zabbix

Jakob Knutsson
www.addlevel.se




AD Assessments

Overview » AD Assessment

SECURITY AND COMPLIANCE AVAILABILITY AND BUSINESS CONTINUITY PERFORMAMNCE AND SCALABILITY UPGRADE, MIGRATION AND DEPLOYMENT CPERATIONS AND MONITORING

HIGH PRIORITY RECOMMENDATI... .
3 I LOW PRIORITY RECOMMENDATIO. .

LOW PRIORITY RECOMMENDATIO... 4 1 PASSED CHECKS PASSED CHECKS
64% 4 95% PASSED CHECKS 88% PASSED CHECKS 100% 5 100% 2

PASSED CHECKS 71 7

12

I LOW PRIORITY RECOMMENDATIC...

PRIORITIZED RECOMMENDATIONS WEIGHT PRICRITIZED RECOMMENDATIONS WEIGHT PRICRITIZED RECOMMENDATIONS WEIGHT PRIORITIZED RECOMMENDATIONS WEIGHT PRIORITIZED RECOMMENDATIONS

Ensure that operating system updates are reviewed ... 15.6 Configure the root PDC emulator to use an authont.. 2.5 Review processes with large working set sizes. 0.3 Congratulations. Looking great! Congratulations. Looking great!
Configure your password policy to prohibit blank pa.. 9.6 Increase free space on system drives. 1.9

Change your password policy to enforce minimum p.. 3.4 Add subnet definitions to Active Directory sites. 1.8

Change your password policy to enforce a minimum... 3.4

Change your password policy to enforce password h.. 2.2

Change your password policy to enforce a maximum... 2.2

See all.. See all.. See all.. See all.. See all..

Jakob Knutsson
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AD Replication Status

Overview » AD Replication Status

0 2 0 2

Destination Server with Destination Server with Source Server With Errors  Source Server With Mo
Errors Mo Errors Errors

Replication Error Types Tomb5tone Lifetime

DESTINATION SERVERS # ERRORS SOURCE SERVERS # ERRORS REPLICATION ERRORS # ERRORS LAST REPLICATION TIME # PARTITIONS

Jakob Knutsson
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Antimalware Assessments

Log Analytics rapporterar antimalware status for:

. Computers running Windows Defender on Windows 8, Windows 8.1, Windows 10, and
Windows Server 2016 TP4 or later

. Windows Security Center (WSC) on Windows 8, Windows 8.1, Windows 10, Windows Server
2016 TP4 or later

. Servers running System Center Endpoint Protection (v4.5.216 or later), Azure virtual
machines with the antimalware extension, and Windows Malicious Software Removal Tool
(MSRT)

. Servers with Windows Management Framework 3 (or later) WMF 3.0, WMF 4.0

Jakob Knutsson
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Antimalware Assessments

Antimalware assessment rapporterar inte pa:

. Servers running Windows Server 2008 and earlier
. Web and Worker roles in Microsoft Azure
. 3rd party antimalware products

Refer to Reporting antimalware status for servers not supported by the antimalware solution for
details on how to build a dashboard to report on all computers.

Jakob Knutsson
www.addlevel.se addlevel



System Update

System Update Assessment samlar metadata och “state data” via OMS-
agenten.

Type=Update
Insamlingsmetoderna:

platform  Direct SCOM  Azure SCOM SCOM agent  collection
Agent agent  Storage required? datasentvia  frequency
management
group

Windows O O " 4 % O At least 2 times

per day and 15

minutes after
installing an

update

Jakob Knutsson
www.addlevel.se addlevel



Overview » Office 365
QOPERATIONS EXCHANGE SHAREPOINT AZURE ACTIVE DIRECTORY

1.4K Exchange activities SharePoint activities Azure Active Directory Activities
ACTIVITIES

w__ully, 172 1k

Aug 26 Aug 27 Aug 28  Aug320 Aug30 Aug3l  Sepi

OPERATION ACTIVITY ACTIVITY ACTIVITY
addlevel se Set-UnifiedGroup FileAccessed PasswordLogoninitialAuthUsin...
ddlevel.se FileModified UserLoggedin
addlevel.se FilePreviewed UserLoginFailed
'5002_8791c... FileCheckedIn Update group.
Idlevel.se FileCheckedOut Add member to group.
level.se FileUploaded Update user.
Jaddlevel.se AddedToGroup Add group.
addlevel.se GroupAdded Add owner to group.
1@addlevel.se FileDeleted Update service principal.
Idlevel.se FileDownloaded

See all... See all... See all...

Jakob Knutsson
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Upgrade Analytics

Add Upgrade Analytics to Operations Windows Telemetry

Enable telemetry to allow user devices to share information with Microsoft. Devices with the Customer Expenience

M an age me ﬂt S u |te Improvement Program disabled can still share information.

Enable data sharing between your organization
and Upgrade Analytics

Deploy your unigue cornmercial 1D key to user devices so that Microsoft can identify your organization’s information, and
then subscribe to the solutions you want to use, Click or tap the copy button to copy the commercial ID key to the clipboard.

Generate your commercial ID key

Whitelist select endpoints

COMMERCIAL 1D KEY

Deploy the compatibility update and related KBs b083cad0-aesc-4236-a395-10755c35dh [y
Download and run the Upgrade Analytics e i

deployment script on clients. (Preview)

https://technet.microsoft.com/itpro/windows/deploy/upgrade-analytics-get-
started#enable-data-sharing-between-your-organization-and-upgrade-analytics

addlevel



Upgrade Analytics

UPGRADE OVERVIEW

Datorer 1 1 K 0

« Computer ID and computer name Total compuiters Computers upgraded

o Computer manufacturer

e Computer model

« QOperating system version and build

 Countof system requirement, application, and driver issues per
computer

 Upgrade assessment based on analysis of computer telemetry data

 Upgrade decision status

Last updated 07/17/2016 at 03:00 PM Q)

CVERVIEW COUMT

Total computers 1K
Computers upgraded 0
Total applications 52K

User changes Up to date

Jakob Knutsson
www.addlevel.se addlevel



Upgrade Analytics

Applikationer

» Application vendor

» Application version

o Countof computers the application is installed on

 Countof computers that opened the application at least once in the
past 30 days

» Percentage of computers in your total computer inventory that
opened the application in the past 30 days

* |ssues detected, if any

 Upgrade assessment based on analysis of application data

o Rollup level

Jakob Knutsson
www.addlevel.se

RUM A PILOT

Computers with no system or application issues
known to Microsoft., Attention may be needed to
resalve driver issues before starting a pilot project.

5k

COMPUTER ASSESSMEMT COMPUTER COUMT
Mo known issues
QK to pilot with new driver fro...

QK to pilot, fixed during upgrade

Export computers

addlevel



PowerBI

1. Skapa upp ett PowerBl konto (finns Free Plan pa 1GB).
https://powerbi.microsoft.com/en-us/

2. Sla pa PowerBl i OMS. Settings > Preview Features >

3. Koppla ihop PowerBi konto med OMS. Settings > Accounts > Workspace
Information

4, Skapa searches for att fa ut "Datasets”. Klicka pa PowerBi.

Det din query far ut blir ditt dataset som du sedan kan arbeta med i PowerBi.

Jakob Knutsson
www.addlevel.se addlevel



Automation & Control

v" Process Automation
(Runbooks, PowerShell,
CEIEY)

v Configuration Management
(DSC, Change Tracking)

Hybrid Worker v Update Management
@) v' Manage any cloud & on

f )
| |
I I
Hyper-V 1 OO0 premises
VMWare - :
| |
| ]

OpenStack
AzureStack TR

v Windows & Linux

Jakob Knutsson
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Azure Backup och
Site Recovery

Simple & Cost
Effective

Public cloud as DR site

Designed for public
cloud with no
Infrastructure
components

Simple getting started
experience

Jakob Knutsson
www.addlevel.se

Heterogeneous

VMWare, Hyper-V,
Physical

Windows, Linux (RHEL,
Cent OS, SUSE, OEL
etc.)

Application Aware

Application and Multi-
VM consistent
replication

Automate App failovers
through Recovery Plans
and Azure automation

Client routing through
Azure Traffic Manager

Convergence

Across data and
Application Availability

addlevel



¥ er, finns det alltid
e dag pa jobbet.

W A
= _;.,I} ]
& ~ 4 Il
o WL B

i\,




Service Map

Tidigare kallad Application Dependency
Monitor

Bygger pa FactFinder fran BlueStripe

Automatically discover all dependencies
for any Windows or Linux system

View all TCP-connected processes, their
bound ports and connections

View dynamic maps of your system
topology, live and historical

Visualize any alerts or change events
across all dependencies for a given VM

BT Cverview - Microsoft Q)

a
=
EH
L
E
L
HH
HH
EH
EH
L]
=
LH

2
3
i
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BY overview - Microsoft 0] X+ - X

& = 0O | 8 microsoft.com bAe | = 4 Q -

Data Plan: Standard AdmDemo

B

Overview » Application Dependency Monitor
Machine Alerts
1@ 1:54 PM — 2:04 PM (10 minutes) v admdemo-appsvr

— 23.96.24.177 v z CRITICAL
[H 0S W MACHINE p 7 0
4 2 WARNING
A = admdemosf000000 e = TomaL 2
/ INFORMATIONAL
H admdemaows000001 / 0
oll - / 239626100 v Q
- admdemasf000003 / 1 o e
/
H admdemosf000001 // % High Cpu: Warning ~
admdemo-appsvr ~ V4 Tue Sep 20 14:00:34 PDT 2016
== admdemasf000004 PP y J
- backup.pl (Perl) —F— -
- bsdemosgil i ' 40.121.52.75 el Tue Sep 20 13:55:34 PDT 2016
bluestripe-collector SRR e -
H admdemows000000 dmd 000000 N
admdemows curl Tue Sep 20 14:00:34 PDT 2016
H- bsdemoad :
Acme Customer Portal (IS Ap... curl
= bsdemoconsi - \'-._\ curl ’ Type=Perf ObjectName=Processor
. - CounterName="% Processor Time
’ 23.102.184.91 v ctanc , e
= bsdemoms \ omiagent 1 Ilrl; _efl‘.llar'r'e‘ t measure avg
\ (CounterValue) by Computer interva
= bsdemosc \ omsagent (Ruby) Tminute
Y ~
= admdemosf000002 admdemows000001 ~ N e 1 chd
+1 . . Greater Than
- stripeloads? Acme Customer Portal (/IS Ap... Tomcat ey
S bluestipeloadz ? 13.92.13160
- 1 90
== bluestripeloadi .

admdemao-mysqgl

: admdemo-mysq| ~
1

4
& admdemo-appsvr
4

admdemo-docker

mysqld

y 13.92.251.217 v

; 104.45.136.42 v



les) v

&2 acmeweb000000 v '

&= acmeweb000002 Vv

A admdemo-appsvr
PROCESSES

acmeproc
backup.pl (Perl)
bluestripe-collector
curl @
curl
omiagent

omsagent (Ruby)

> Tomcat

I

I I |

# Legend E a € LQ admdemo-appsvr

101.200.1.75 “

~——™ 2396.24.177 v
23.96.26.100 v

40.76.39.235 v

/—N 104.215.96.105 v

I

™ 40.114.4.4 v

13.92.251.217 v

40.84.189.107 v

104.45.136.42 -

A admdemo-mysql v

Machine Summary

LINUX 3.10.U-327.28.3.81/.X86_b4,
CentOS Linux release 7.2.1511 (Core)

View Mare Properties...

Machine Dependencies

3 Connected Client Machines

10 Connected Server Machines

TCP Connections

4 Inbound Connections
12  Outbound Connections

1  Failed Connections

Alerts
2 Crtical
0 Warning

0 Informational

Change Tracking

0 Windows Service
0 Software

0 Daemon



Pa vag

DDI Analytics (DNS, DHCP och IP infrastructure analys)
Windows File Tracking

Windows Registry Tracking

Flytt in 1 Azure-portalen

Nyligen slappta:

Service Map (tidigare kallad Application Dependency Monitor).
SCOM Assessment

Service Fabric

Wire Data 2.0

Jakob Knutsson
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Konkurrenter

Splunk
Elastic Search + Kibana

Traditionella 6vervakningsverktyg

Jakob Knutsson
www.addlevel.se
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Konkurrenter

Jakob Knutsson
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Priser

1:1 EEE:‘"‘:E'IM o it Insight + Analytics
e Ea?aag:tenﬁm L @ Automation + Control
aka.ms/omscalculator 00 days | |
ﬁ A{ﬂ_ﬂ_ity Log n Security + Compliance
. EEELI;EE:FH‘H}nth r-:;* Lﬁllgllg:-r:lgigj limnit
www.microsoft.com/en-us/cloud- — e P
_ . tomation account 15 i a:;!:'!nﬁﬂn
platform/operations-management-suite- nked = —
p r| C I n g Runbooks

Jakob Knutsson
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Priser

aka.ms/omscalculator

www.microsoft.com/en-us/cloud-
platform/operations-management-suite-

pricing

Jakob Knutsson
www.addlevel.se

Insight & Analytics

Automation & Control

Security & Compliance

Backup

Site Recovery

System Center: Configuration Manager,
Operations Manager, Orchestrator, Data
Protection Manager, Virtual Machine
Manager, Service Manager

Estimated Retail Price:

%35 per node per month*

$20 per node per month*

addlevel



Bra lankar

OMS Experience
https://experience.mms.microsoft.com/

OMS Teamet
https://blogs.technet.microsoft.com/msoms/

Dokumentation
https://docs.microsoft.com/sv-se/azure/log-analytics/

https://www.microsoft.com/en-us/cloud-platform/operations-
management-suite-resources

Twitter
@kntsn

Jakob Knutsson
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50K+ kundkonton
20PB sékbar data
188 miljoner queries per vecka
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Tack!

Fragor?

Jakob Knutsson
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